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TACKLING PROCUREMENT 
FRAUD
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Agenda
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Defining procurement fraud 
Recognise how it is committed

Spotting the risk and mitigation
Recognise the ‘red flags’ 
Safeguarding yourself and your organisation and cyber resilience



We are the UK’s Fraud Prevention Community

We bring together a vast network of organisations and people with a 
stake in fraud prevention; our membership is as diverse as our 

information.
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Our Mission
To lead the fight against fraud by sharing data, intelligence 

and learning.
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Sharing data:

£1.3 billion saved in 2021

£15 billion

Has prevented fraud valued by our members at:



DATA LEARNINGINTELLIGENCE

The largest fraud risk 
databases in the UK

The only database to monitor 
the insider threat

Innovative tools and features 

Single sign on; access 24/7

Unique and exclusive  
additional datasets

Intelligence Briefings

Strategic Intelligence 
Assessments

A network of thousands of 
professionals

Portal: digital gateway to the 
community

Trends and threats identified 
by expert analysts

Accredited education in fraud 
prevention and investigation

Ofqual-regulated 
qualifications

Postgraduate study with a 
leading university

Expert tutors and leading 
academics

Three pillars to fight fraud 

Trusted training for specialist 
skills and knowledge



What is Procurement Fraud?
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• ‘Procurement fraud is a deliberate 
deception intended to influence any 
stage of the procure-to-pay lifecycle in 
order to make a financial gain or cause a 
loss. 

• It can be perpetrated by contractors or 
sub-contractors external to the 
organisation, as well as staff within the 
organisation’.

Source: National Fraud Authority

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/118460/procurement-fraud-public-sector.pdf



What does Procurement Fraud Look Like?



9Slammed for bribery, Siemens continued to ignore red flags (westport-news.com)

• US and German authorities found over $1 
billion of bribes paid to foreign government 
officials in return for business, in what the 
SEC called a “systematic practice” 
spanning decades and virtually every 
region in which Siemens operated, violating 
the Foreign Corrupt Practices Act (FCPA) 

• $1.6 billion landmark settlement of bribery 
charges by the US Department of Justice 
(DOJ) and the Securities and Exchange 
Commission (SEC) in 2008 

• Siemens admitted to failures of internal 
controls and record-keeping.

https://www.westport-news.com/news/article/Slammed-for-bribery-Siemens-continued-to-ignore-16328498.php


Case Study - Collusion with suppliers
A senior officer within the Education Department was 
responsible for developing a tender document for 
school improvement services

Controls?

The partners of both the senior officer and her direct 
line manager were established providers of school 
improvement services

Indicators?

A conflict of interest was not declared by either 
employee, nor avoided/appropriately managed, 
therefore giving them the opportunity to write the 
tender to favour certain providers (or indeed preclude 
others).

10Fraud and Corruption Case Studies sent in by Councils



Case Study - Collusion with supplier
Council’s road resurfacing programme, the contractor’s Contract Manager and the council’s 
Principal Engineer (responsible for the resurfacing programme) 

Controls?
Colluded over a two-and-a-half-year period to defraud the council.
Approximately 110 resurfacing jobs were vastly overcharged, with surface areas being overstated by 
anything up to 40% with the appropriate overcharging for materials; the number of days the jobs 
took was overstated; overstating of the amount of lineage (for parking bays etc) that had to be 
painted back on to the new surface – an example of this is a road that is not much more than 100 
metres long where they claimed to have put down 3 kilometres of lineage.

Indicators?
One of the bigger areas of overcharging was claims for disposal of old surfaces that they claimed 
contained tar contaminates (this type of material has to be chemically treated and hence costs a lot 
more to dispose of than uncontaminated material) when checks showed that the material was not 
contaminated.
This overcharging amounted to £1.9 million.
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Fraud and Corruption Case Studies sent in by Councils



12https://www.icaew.com/insights/viewpoints-on-the-news/2020/nov-2020/nao-criticises-disarray-in-government-covid19-procurement



Recommendations
Should the widespread need to procure goods with extreme urgency happen again, the 
associated risks to public money and propriety are managed effectively. 
Awarding bodies should publish basic information on contracts in a reasonable time, in line 
with guidance to publish within 90 days of award. 
Cabinet Office should continue to monitor the use of regulation 32(2)(c)
Awarding bodies should provide clear documentation for establishing and using procedures 
that may result in unequal treatment of suppliers.
When procuring directly from suppliers, awarding bodies need to provide clear documentation 
on how they have considered and managed potential conflicts of interest or bias in the 
procurement process. 
Before awarding contracts, awarding bodies should document due diligence checks carried out 
on suppliers and associated parties. 
Steps to manage actual and perceived conflicts of interest, should be properly 
documented. 
Cabinet Office should review whether requirements for disclosure and management of relevant 
interests are sufficient in cases where public office-holders hold cross-government 
responsibilities for awarding contracts or procurement. 
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Procurement Process
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1. 
Procurement 

Planning

2. 
Requirement 

Definition

3. 
Tendering or 

Sourcing

4. 
Evaluation & 

Selection

5. 
Contract 
Award

6. 
Contract 

Management



Threat Actors
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Horizontally – the eight 
components of enterprise risk 
management

Procurement 
Fraud Risk 
Matrix

Vertically – the six steps in the 
procurement 
process

Types of procurement fraud 
that 
can be identified in a
procurement process.

Source: AC Venter Adapted from Committee of Sponsoring Organizations’ COSO (2004:7)



What does good look like?
Competitive tendering

• Segregation of duties
• Authority levels
The right culture
The right people (onboarding)
Assess internal controls
Actively monitor controls
Develop a fraud response plan
Know your supplier and supply chain
Management of sub-contractors
Monitor the procurement process
Visibility 
E-procurement
Spend recovery audits

17https://www2.deloitte.com/content/dam/Deloitte/za/Documents/risk/ZA_RA_PreventingProcurementFraudCorruption_2015.pdf



Some Red Flags

1. COMPLAINTS FROM BIDDERS

2. MULTIPLE CONTRACTS BELOW PROCUREMENT THRESHOLDS

3. UNUSUAL BID PATTERNS

4. SEEMINGLY INFLATED AGENT FEES

5. LOWEST BIDDER NOT SELECTED

18https://www.worldbank.org/en/about/unit/integrity-vice-presidency/brief/common-red-flags-of-fraud-and-corruption-in-procurement



Short-Term Measures to Ensure Integrity
These include:

•Maintaining and retaining documentation of procurement processes
•Developing detailed guidelines on procurement strategies under a crisis 
•Putting further emphasis on contract management
•Favouring existing collaborative procurement instruments such as framework agreements
•Ensuring maximum openness of information, including open data, 
•E-Procurement - Setting up a central price and supplier tracking system for key products and services
•Subjecting all emergency procurement processes to audit and oversight
•Fraud Awareness for procurement officers and training on procurement courses

19https://www.oecd.org/coronavirus/policy-responses/public-integrity-for-an-effective-covid-19-response-and-recovery-a5c35d8c/



Cyber Resilience in procurement

The UK’s National Cyber Security Centre 
offers a range of support to help organisations 
assess the security risks of their suppliers, 
including the advice on identifying business-
wide cyber security risks and vulnerabilities 
such as the Cyber Assessment 
Framework and providing specific Supply 
Chain Security Guidance.

Ensuring cyber security in the supply chain

National Cyber Strategy 2022

https://www.ncsc.gov.uk/collection/caf
https://www.ncsc.gov.uk/collection/supply-chain-security


Training
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Questions
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